
 
 

Consumer Privacy and HIPAA 
 
Ability360 employees are required to comply with the Health Insurance Portability and 
Accountability Act (HIPAA) which protects consumers’ health information. Willful or accidental 
disclosure of consumer Protected Health Information (PHI) can be penalized by monetary fines.  
 

What is HIPAA? 
 

The Health Insurance Portability and Accountability Act, or HIPAA, originally known as the 
Kennedy-Kassebaum Bill, is a set of regulations that became law in 1996. Its purpose is to help 
people carry their health insurance from one company to the next, as well as streamline the 
movement of medical records from one healthcare institution to another. In addition, HIPAA 
created a system to recognize and enforce the rights of patients to protect the privacy of 
their medical records.  
 

HIPAA is a series of regulations governing the transfer of medical information, particularly its 
modernization by implementing electronic record systems. In addition, it also addresses the 
issues of health insurance portability and patient privacy rights. The law is broken up into Title I 
and Title II, the latter of which is also broken up into separate Rules. 
 

What is The HIPAA Privacy Rule? 
 

The Privacy Rule protects all "individually identifiable health information" held or transmitted by 
a covered entity like Ability360, in any form or media, whether electronic, paper or oral. The 
Privacy Rule calls this information "protected health information (PHI). 
PHI is “Individually identifiable health information” including demographic data, that relates to 
the individual’s past, present, or future physical or mental health or condition, the provision of 
health care to the individual, or the past, present, or future payment for the provision of health 
care to the individual, and that identifies the individual or for which there is a reasonable basis to 
believe it can be used to identify the individual. Individually identifiable health information 
includes many common identifiers (e.g., name, address, birth date, Social Security Number).   
 

Protected Health Information (PHI) includes: 
 

1. Names; 
2. All geographic subdivisions smaller than a State, including street address, city, county, 

precinct, and zip code; 
3. Dates — Including birth, discharge, admittance, and death dates; 
4. Telephone and fax numbers; 
5. Email addresses; 
6. Social Security numbers; 
7. Driver’s License information; 
8. Names of relatives; 
9. Medical record numbers; 
10. Health plan beneficiary numbers; 
11. Account numbers; 
12. Certificate/license numbers; 
13. Vehicle identifiers and serial numbers, including license plate numbers; 
14. Device identifiers and serial numbers; 



15. Web Universal Resource Locators (URLs); 
16. Internet Protocol (IP) address numbers; 
17. Biometric identifiers, including finger and voice prints; 
18. Full-face-face photographic images and any comparable images; and 
19. Any other unique identifying number, characteristic, or code. 

 

What Does HIPAA Mean to Me? 
 

As a Personal Care Assistant (PCA), you are involved in your consumer’s care and learn about 
their health conditions and other PHI. Protecting and respecting your consumer’s privacy is 
essential to your job as a PCA.  

 

How Can I Prevent Violating a Consumer’s Privacy? 
 

 Ask your Supervisor who is authorized to receive private information regarding the 
consumer’s condition/treatment (e.g., consumer family members, health plan case 
managers). 

 Don’t discuss your consumers with friends, family, or other consumers and PCAs. 
 Don’t disclose your consumer’s name, location, or lifestyle. 
 Don’t post or share pictures of your consumer on social media. 
 Don’t communicate consumer’s PHI by text message unless you are using Signal App 

(both sender and receiver must have Signal App). 
 Don’t leave a voice mail with a consumer’s PHI on an answering machine. 
 Don’t tell anyone other than authorized individuals about events that have happened to 

the consumer. 
 Don’t contact former consumers or their families without their permission. 
 Log out of MITC or other software that shows your consumer’s name and information. 
 Hold conversations regarding a consumer in private and only with authorized individuals. 

 

When Can I Share Consumer’s PHI? 
 

 If you have to call 911 in an emergency. 
 When you pick up a consumer’s prescription at the pharmacy. 
 When you contact your Ability360 Supervisor or other authorized Ability360 staff who are 

involved in the consumer’s services. 
 If you are speaking to the consumer’s health plan case manager. 
 If you are speaking to a consumer’s family or representative who have the authorization 

to receive PHI. (Always ask your Ability360 Supervisor who is authorized to receive 
PHI.) 

 

Do I Have to Report a HIPAA/Privacy Violation? 
 

If you or you know another employee violated a consumer’s privacy you must immediately 
contact your Ability360 Supervisor. Ability360 will complete an investigation to determine if a 
HIPAA violation occurred. 

 

Penalties for HIPAA/Privacy Violation 
 

Violations can result in disciplinary action or termination. Depending on the violation you may 
also be subject to fines, and civil or criminal charges. 
 



What is the Signal Private Messenger App? 
 
Signal Private Messenger App is a free app that encrypts your text messages that may contain 
a consumer’s PHI. Signal Private Messenger App can be downloaded from Google Play or 
Apple App Store. Both the sender and recipient must have the Signal App downloaded to their 
phone or tablet in order for the conversation or text to be safely encrypted. 
 

If you and the person you are communicating with through text or messaging don’t have Signal 
App downloaded, you may not, under any circumstances include a consumer’s PHI in your 
message.  You must call your Supervisor to share the information via a phone call. 
 

If you need assistance with the Signal App or have questions, please contact your Ability360 
Supervisor. 

 

Sources 
 

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html 
 

https://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/index.html

